
THE VMS MIGRATION 
GUIDE

How Enterprise Security Leaders Switch Platforms Without 
Disrupting Operations

EXECUTIVE SUMMARY

Two questions stall almost every Video Management System (VMS) migration before it begins: “What 

happens to our cameras?” and “What happens to our PACS integration?” Both fears are reasonable. Both are 

also, in most enterprise deployments, far more manageable than they appear; provided the migration follows 

a structured process rather than a compressed cutover.


This white paper is written for security and IT leaders who have decided, or are close to deciding, to switch 

VMS platforms and need an operational plan for making that change without coverage gaps, integration 

failures, or operator confusion. It presents a four-phase migration framework drawn from established 

enterprise change-management practice and adapted for the operational realities of physical security.


Three takeaways for the security director


A structured migration with parallel running eliminates the day-one risk most teams fear. The cutover 

decision becomes evidence-based, zone by zone, rather than a single high-stakes event.


In most enterprise camera fleets deployed in the last decade, existing cameras stay. The answer 

depends on ONVIF compliance, not on VMS vendor requirements. Modern AI-native VMS platforms 

support ONVIF-compliant cameras through Bring-Your-Own-Camera (BYOC).


Physical Access Control System (PACS) integration continuity is a sequencing problem, not a 

compatibility problem. Validating PACS as the final checkpoint before cutover, not the first test, protects 

badge-plus-video context through the transition.


The migration framework presented here applies regardless of which target platform is selected. The final 

section examines what changes when the target platform is Ambient Foundation, Ambient.ai’s AI-native 

VMS, and how an infrastructure-agnostic architecture reduces the risk profile of every subsequent phase.
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THE MIGRATION IMPERATIVE

Why VMS Migration Is on Every Security Leader’s Roadmap

For two decades, enterprise physical security was built around a single concept: the Video Management 

System. These platforms were designed to record, store, retrieve, and play back footage. That was the 

whole job, and for a long time, it was enough. The procurement conversation was about device 

management, camera compatibility, compliance logging, and basic motion analytics. Those capabilities have 

now been commoditized. Every credible vendor offers them at parity. They are checklist items, not 

differentiators.


What has changed is the question security leaders are asked to answer. It is no longer “Can we record and 

retrieve footage?” It is “How quickly and accurately can we understand what is happening across our 

physical environment, and how fast can we act on it?” That question cannot be answered by a system 

whose architecture was built to manage video files. Video management has become a feature of a larger 

intelligence platform, not the platform itself.

The Capability Gap: Why Standing Still Is a Risk

The VMS market has fragmented across five distinct generations of detection architecture. Most enterprise 

environments today are running on a Generation 1 or Generation 2 platform that was selected when motion-

based alerting and frame-by-frame object detection were the state of the art. The platforms shipping today 

operate on a fundamentally different basis: continuous, real-time scene reasoning at the edge.

Generation Detection Architecture Operational Limitation

Gen 1 Motion-based pixel-change analytics
High false-alarm volume; no scene 

understanding; alert fatigue

Gen 2

Single-frame deep-learning object detectors 

specialized in narrow categories (e.g., 

weapons-only)

No behavioral or temporal reasoning; misses 

everything outside the trained category

Gen 3
Cloud-based embedding and retrieval analytics 

that sub-sample frames

Misses brief events such as tailgating; high 

cost at enterprise scale; cloud-only 

dependency

Gen 4
Vision-Language Model (VLM) perception 

running cloud-only without persistent memory

Momentary perception without temporal 

continuity; latency and cost compound at scale

Gen 5
Always-on reasoning VLMs running edge-

optimized, purpose-built for physical security

Continuous temporal reasoning across the full 

environment — the modern target state
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The risk of staying put is rarely a sudden failure. It is the steady widening of the gap between what the 

security operation needs to deliver and what its underlying platform was ever designed to do. Camera 

counts grow. Site counts grow. Threat sophistication grows. A platform built for record-and-retrieve cannot 

be patched into a platform that perceives, reasons, assesses, and acts.

“Camera counts keep growing. We’ve added more coverage, but not visibility.” 
 — a problem statement Ambient.ai hears from enterprise security leaders across nearly every vertical.

Why Migration Now

Three signals are pushing migration from a five-year consideration into a current planning item. First, 

hardware refresh cycles for NVR and recording-server infrastructure are coming due across a large cohort 

of enterprise deployments installed in the early-to-mid 2010s. Second, security teams are being asked to 

absorb new coverage areas (additional sites, new building types, new vertical use cases) without 

proportional headcount increases. Third, the operational expectations placed on the SOC have moved from 

incident review to incident prevention, a shift the underlying platform must support.


The migration question is no longer whether to switch. It is how to switch without disrupting the operation 

that depends on the system every minute it runs.

Why VMS Migrations Fail

Security technology migrations fail in predictable patterns. The teams that experience the most disruption 

are not the ones with the most complex environments. They are the ones that skip the assessment work, 

attempt a single-day cutover without a parallel validation window, and treat operator retraining as something 

to handle after the system is live. Each of these failure modes is documented. Each is avoidable.

The Three Most Common Migration Failure Modes

Failure Mode 1: Skipping Pre-Migration Assessment

Teams that proceed without a complete camera fleet inventory, integration map, and Standard Operating 

Procedure (SOP) audit discover gaps at the worst possible moment: during cutover. A camera running non-

standard firmware, a PACS integration dependency that was not documented, a monitoring platform that 

talks to the legacy VMS through a custom API, all of these surface as incidents rather than as planned work 

items when the assessment is skipped.
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Failure Mode 2: Day-One Cutover Without Parallel Running

Cutting over an entire camera fleet from one VMS to another in a single event eliminates the validation 

window that allows teams to catch and correct issues under controlled conditions. Coverage gaps, 

integration misconfigurations, and operator confusion all surface simultaneously when there is no parallel 

system to fall back on. The single-event cutover trades a short-term sense of speed for a long tail of post-

cutover firefighting that almost always exceeds the time that a structured parallel run would have required in 

the first place.

Failure Mode 3: Operator Retraining Treated as an Afterthought

A new VMS does not deliver its intended security value if operators are navigating an unfamiliar interface 

during an active incident. Retraining must be a scheduled deliverable, completed for all shifts before the 

cutover window opens, not a “we’ll figure it out” item scheduled for the week after go-live. The cost of an 

operator who cannot complete a standard workflow during a live event is measured in incident-handling 

time, escalation accuracy, and in the worst cases - personal accountability for the security director who 

recommended the migration.

What Successful Migrations Have in Common

Migrations that complete without operational disruption share a consistent structure. They begin with 

thorough assessment. They run old and new systems in parallel through a defined validation window. They 

apply documented cutover acceptance criteria, evaluated zone by zone. They close with a structured 

30/60/90-day post-migration review that ends in a deliberate legacy decommission decision, not a hopeful 

drift toward turning the old system off.


The goal of a structured migration is not to minimize migration speed. It is to make the transition controlled, 

validated, and reversible at every stage until the acceptance criteria are met. Speed follows from structure. 

The reverse is rarely true.

Why The Four-Phase Migration FrameworkVMS Migrations 
Fail

The framework below applies to any VMS migration regardless of which platform is selected as the target. 

Each phase has defined inputs, deliverables, and exit criteria. The decision to advance from one phase to 

the next is evidence-based, not schedule-driven.
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Phase FOCUS Deliverables Exit Criterion

Phase 1 Pre-Migration Assessment

Camera fleet inventory, integration 

map, SOP audit, stakeholder 

alignment, licensing audit

Complete inventory with no 

unresolved unknowns; all 

stakeholders signed off on scope

Phase 2
Platform Selection and 

Architecture Decision

Evaluation matrix against 

compatibility, AI generation, 

integration depth, deployment 

model, migration support

Target platform selected with 

documented architecture decision

Phase 3
Parallel Running and 

Validation

Pilot deployment, validation 

checkpoints, documented 

exception log, go/no-go decision 

per zone

All acceptance criteria met for 

each zone before that zone cuts 

over

Phase 4
Cutover and Post-

Migration Validation

Zone-by-zone cutover, completed 

operator retraining, 30/60/90-day 

milestone reviews

Day-90 performance baseline 

documented; legacy 

decommission decision approved

Phase 1: Pre-Migration Assessment

The principle is straightforward: you cannot migrate what you have not fully documented. Pre-migration 

assessment is not administrative work — it is the input that drives every later phase. The audit areas below 

are the minimum scope.

Camera fleet inventory
Make, model, firmware, ONVIF Profile (S/T/G), IP scheme, recording server, resolution, frame 

rate

Integration map
PACS vendor and version, alarm panels, monitoring platform, guard tour, visitor management, 

custom APIs

Network infrastructure
Bandwidth per site, NVR/DVR inventory, storage capacity, retention policy, VLANs, firewall 

rules

SOP audit
Alert handling, escalation paths, shift handover, incident response, VMS-specific operator 

sequences

Stakeholder alignment
Written sign-off from IT, SecOps, Facilities, Legal & Compliance, HR on scope, timeline, 

responsibilities

Licensing audit
VMS license count, channel count, maintenance contract status and end dates, hardware 

dongle or cloud license dependencies

Parallel-run infrastructure
New VMS network requirements, server capacity for parallel deployment, isolation 

requirements
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The integration map deserves special attention because it is the input that drives sequencing in every later 

phase. It tells you which systems must be validated in the new VMS before any zone cuts over, and which 

integration dependencies create ordering constraints. The most common cutover surprises trace back to an 

integration dependency that was not documented during assessment.

Phase 2: Platform Selection and Architecture Decision

Platform selection determines how difficult every subsequent phase will be. Teams that choose a platform 

built for infrastructure lock-in will face harder assessment work, more complex parallel running, and a higher 

likelihood of camera fleet replacement. Teams that choose a platform designed to work alongside existing 

infrastructure are designing out the most common migration failure modes before the project begins. The 

detailed evaluation framework appears in Section 6 of this guide.

Phase 3: Parallel Running and Validation

Parallel running is the phase that eliminates day-one migration risk. It is not “run both systems for a while 

and see what happens.” It is a structured validation window with defined stages, specific tests, and 

documented acceptance criteria that determine when each zone or site is ready to cut over.

How Parallel Running Works

In a parallel run, the new VMS is deployed, and ingesting camera feeds for a defined subset of the 

environment while the legacy VMS continues to provide coverage. Both systems run simultaneously. 

Operators can observe how the new platform handles the same events they see in the legacy system. 

Issues are caught under controlled conditions, with a fallback available. The cutover decision for each zone 

is made based on evidence, not schedule pressure.


The methodology is recognized in enterprise IT migration practice. ITIL v4 Change Enablement explicitly 

endorses parallel operation as a transition technique for enterprise technology changes. VMS migration is 

not unique in needing this structure, it is simply an application of established enterprise change 

management discipline to a physical security context.

The Pilot Deployment

The parallel run begins with a pilot deployment on an isolated network segment. A pilot subset of the 

camera fleet, typically representing one complete building or zone, including at least one PACS-integrated 

entry point, is connected to the new VMS while continuing to feed the legacy system. The pilot site should 

be representative of the full environment: mixed camera manufacturers, at least one PACS-integrated 

access point, and a full range of alert types that operators handle in normal operations.
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Validation Checkpoints

The validation review covers the following areas for each zone before cutover:


All cameras in the zone streaming at target resolution and frame rate with no recording gaps in a 

sustained validation window.


All alert types (motion, PACS-correlated, AI-detected) triggering correctly and routing to the right 

operator queues.


PACS integration confirmed: badge events surfacing in the VMS with correct video clip linkage; access 

control alert types (Door Forced Open, Door Held Open, tailgating) triggering VMS alerts with video 

context.


Operators have completed training for the new interface and can complete standard workflows without 

assistance.


All integration exceptions from the pilot period documented, resolved, and re-tested.

Go/No-Go Decision

Before the parallel run begins, the team should define in writing what specific conditions must be true before 

any zone cuts over. These acceptance criteria function as a go/no-go checklist. A zone that has not cleared 

all criteria stays in parallel running. A zone that clears all criteria is ready for cutover on the next scheduled 

maintenance window.

Phase 4: Cutover and Post-Migration Validation

Cutover is not a single event in a well-structured migration. It is a series of zone-by-zone decisions, each 

backed by evidence from the parallel running window. The legacy VMS does not go dark at cutover, it 

remains available in read-only mode for a defined retention window, providing access to historical footage 

and a fallback for any post-cutover exception.

Day-of Cutover Plan

For each zone, the cutover sequence follows the validation criteria established in Phase 3. Cutover is 

scheduled during a low-activity window. The Security Operations team is on a heightened readiness posture 

during the cutover window, not to handle incidents, but to observe the new platform’s behavior in 

operational conditions and escalate any issues immediately. The legacy VMS remains available and 

monitored during the first 48 hours after each zone cuts over.
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Operator Retraining and SOP Updates

Operator retraining must be complete for all shifts before any zone’s cutover window opens. This is a 

sequencing requirement, not a recommendation. An operator who encounters an unfamiliar interface for the 

first time during an active incident cannot be retrained in that moment. Updated SOPs covering the new 

platform’s alert handling, escalation workflows, and incident response procedures must be distributed and 

acknowledged before cutover.

Incident Response During the Transition Window

The transition window carries elevated operational accountability. The security team should have a defined 

incident response protocol for the migration period that covers: who to contact if the new VMS shows 

unexpected behavior, what the fallback procedure is if the legacy system needs to be re-activated for a 

zone, and what the escalation path is for any event that occurs during a cutover window. Documenting this 

protocol in advance reduces the personal accountability risk for the security director recommending the 

migration.

Camera Fleet Continuity: Why Most Cameras Stay

The most common migration question — “Will we have to replace all our cameras?” — has, in most 

enterprise deployments, the same answer: no. The answer depends on ONVIF compliance, not on VMS 

vendor requirements.

ONVIF and the BYOC Standard

ONVIF (Open Network Video Interface Forum) is the industry standards body whose conformant product 

registry covers more than twenty thousand products across over one thousand member companies. All 

major enterprise-grade IP camera manufacturers have shipped ONVIF Profile S-compliant cameras for more 

than a decade, and Profile T-compliant cameras since approximately 2018. For enterprise camera fleets 

deployed in the past decade, ONVIF Profile S compatibility is very likely across the majority of cameras.


This is the foundation of the Bring-Your-Own-Camera (BYOC) approach: ONVIF compliance means the 

camera works with the new VMS regardless of which VMS it was originally installed under. Modern AI-native 

VMS platforms support ONVIF-compliant cameras through BYOC capabilities.

“We don’t rip and replace. We retrofit your existing infrastructure.”
Camera fleet continuity is the operational consequence of an infrastructure-agnostic platform design. It 

is what turns a migration from a replacement event into a transition.
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ONVIF Profile Reference

The pre-migration camera fleet inventory (Phase 1) identifies which cameras carry ONVIF compliance status 

and at what Profile level. The table below summarizes the Profiles relevant to migration compatibility.

ONVIF Profile Capability Migration Implication

Profile S Basic video streaming, PTZ control, audio

Minimum requirement for connection to a 

modern AI-native VMS without hardware 

change

Profile T
H.264/H.265 video, HTTPS, metadata 

streaming

Required for advanced features that depend on 

standardized metadata

Profile G On-device recording and storage, playback
Relevant where edge-recording behavior is 

part of the deployment design

Planning for the Exceptions

Cameras that predate ONVIF adoption or use non-standard proprietary protocols are the exception in 

enterprise environments deployed in the last decade. For those exceptions, the assessment identifies them 

early so that any hardware replacement is a planned line item, not a surprise cost. A typical enterprise 

migration discovers a small minority of cameras that need replacement, scoped during Phase 1 and 

budgeted before Phase 3 begins.

PACS Integration Continuity

After the camera question, the second question that stalls migrations is what happens to the PACS 

integration. The answer is: it stays, if the migration sequences PACS validation correctly. PACS integration 

continuity through VMS migration is a sequencing problem, not a compatibility problem.

Bidirectional vs. One-Directional Integration

Bidirectional Physical Access Control System integration means the VMS and the PACS exchange event data 

in both directions. PACS events (badge swipe, door alarm, access violation) surface in the VMS with 

associated video context. VMS-detected events (tailgating, Door Held Open, unauthorized access 

detection) surface in the access control system with associated badge and credential context.


One-directional integration, typically video triggered by a badge event, but not the reverse, leaves operators 

without the cross-system context that makes alert validation fast and accurate. Modern AI-native platforms 

support bidirectional integration with leading PACS providers, which is the compatibility foundation for 

migration continuity.
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The Migration Sequencing Methodology

PACS continuity through VMS migration depends on the order in which integration validation happens. The 

recommended sequencing is:

Pre-Migration

Document all PACS integration points: which door controllers map to which camera coverage zones, which 

badge event types trigger video clips or alerts, which access control alert types route to the VMS, and what 

the expected operator response is for each.

During Parallel Running

Validate PACS integration in the new VMS before cutting over the video stream for any zone. A zone is not 

ready for cutover until the badge event to video clip linkage is confirmed working in the new platform. PACS 

integration validation should be the final checkpoint before cutover for each zone, not the first test.

Post-Cutover Validation

Within 48 hours after each zone cuts over, test all access control alert types in the new VMS. Run structured 

test events and confirm the VMS response matches the expected SOP behavior. Document the results.

The principle: compatibility is established at platform selection. Continuity is delivered by the order 

in which integration is validated. Migrations rarely fail on PACS compatibility. They fail when PACS is 

treated as a first test rather than a final checkpoint.

Evaluation Criteria for the Target Platform

When evaluating a target VMS, apply criteria that map directly to migration risk and to the operational 

outcomes the platform must deliver, not just to feature checklists. The five criteria below cover the 

dimensions where the wrong choice creates compounding cost across every later phase.

1. Open Platform and ONVIF Compatibility

A platform that supports BYOC across ONVIF-compliant cameras means the camera fleet stays. This is the 

single most important compatibility criterion for migration cost management. A platform requiring 

proprietary camera hardware changes the budget math entirely, and changes the migration from a transition 

into a replacement project. Cloud-managed all-in-one platforms with proprietary camera ecosystems carry 

this constraint by design and should be evaluated against it explicitly.
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2. AI Generation Level and Detection Architecture

The AI Generation Framework (introduced in Section 1) provides a useful evaluation lens. Establish which 

generation best describes the candidate platform’s detection architecture and what that means for your 

operational requirements.

GENERATION Architecture Profile What It Means for Your Operation

Gen 1 Motion-based pixel-change analytics

Motion-based pixel-change analytics


High noise floor; operators clear false alarms 

instead of investigating real events

Gen 2

Single-frame deep-learning detectors 

specialized in narrow categories such as 

weapons-only

Coverage limited to the trained category; 

behavioral and temporal events are missed 

entirely

Gen 3
Cloud-based embedding analytics that sub-

sample frames

Brief events such as tailgating slip through the 

sampling gap; cost scales with site count

Gen 4
Cloud-only VLM perception without persistent 

memory

Latency-bound; no temporal continuity across 

sequential frames; cloud cost compounds at 

enterprise scale

Gen 5
Always-on reasoning VLMs running edge-

optimized for physical security

Continuous reasoning across the full 

environment; the architecture this guide treats 

as the modern target state

3. PACS Integration Depth and Bidirectionality

A platform that supports bidirectional PACS integration with leading providers means badge events surface 

in the VMS, and video context surfaces in access control alert handling. One-directional integrations leave 

operator gaps that must be filled manually. Forensics-focused platforms built around video synopsis or post-

incident search rarely include bidirectional PACS, a known capability gap to evaluate against.

4. Deployment Model: Hybrid Edge-Cloud, Cloud-Only, or On-Premises

The deployment model determines network bandwidth requirements, latency for detection and alerting, and 

the organization’s data control posture. A hybrid edge-cloud architecture handles perception and threat 

detection at the edge with low latency, while reasoning, indexing, and cross-site analytics run in the cloud. 

Cloud-only platforms increase bandwidth requirements and add latency to every alert. On-premises-only 

platforms forfeit the cross-site reasoning that distinguishes a modern AI-native VMS from a single-site 

recorder.
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5. Migration Support and Parallel Running Capability

A platform vendor that has a documented parallel running methodology, validated integration tooling, and 

customer success resources for migration projects is a materially different proposition from one that hands 

you a deployment guide and schedules a kick-off call. Ask vendors specifically how they support the parallel 

running window and what acceptance criteria they recommend before cutover. The quality of this 

conversation tells you what your Phase 3 will actually look like.

Vendor Archetypes to Evaluate Against

The current enterprise VMS landscape includes several vendor archetypes that each carry distinct migration 

implications. The table below summarizes them at the architecture level.

Vendor Archetype Typical Strength Migration Implication

Established on-premises VMS 

platforms with strong PACS 

integration partnerships

Mature device management, deep 

PACS integration partnerships, 

large installed base

Detection architecture is typically Gen 1 or 

early Gen 2; AI capabilities arrive through bolt-

on modules with separate licensing and 

infrastructure

Cloud-managed all-in-one 

platforms with proprietary camera 

hardware

Modern UI, simple deployment 

model, single vendor for hardware 

and software

Proprietary camera requirement makes 

migration a hardware replacement project; 

detection architecture typically Gen 3 with 

sub-sampled frames

Single-purpose AI detection 

overlays focused on a narrow 

category such as weapons 

detection

Strong marketing around a specific 

high-stakes use case

Gen 2 single-frame detection; not a VMS, no 

scene understanding, no PACS correlation, no 

breadth of threat coverage

Cloud-dependent VLM analytics 

platforms layered on top of 

existing cameras

Modern AI framing, natural-

language search marketing

Gen 4 architecture; cloud-only processing 

creates latency, cost, and continuity exposure 

at enterprise scale

AI-native VMS platforms with 

edge-optimized reasoning

Continuous temporal reasoning at 

the edge, BYOC across ONVIF 

cameras, bidirectional PACS, 

hybrid edge-cloud architecture

Gen 5 architecture; designed to retrofit 

existing infrastructure rather than replace it; 

lowest-friction migration path
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Migrating to Ambient Foundation

The migration framework in Sections 3 through 6 applies regardless of target platform. This section 

examines what changes when the target is Ambient Foundation, Ambient.ai’s AI-native VMS, and how an 

infrastructure-agnostic, edge-optimized architecture changes the risk profile of each phase.

What Ambient Foundation Is

Ambient Foundation is the first AI-native platform where video management is an embedded capability, not 

the ceiling. At its core is Ambient Intelligence, powered by Ambient Pulsar - the industry’s first always-on, 

edge-optimized reasoning Vision-Language Model purpose-built for physical security.


Foundation was designed from the ground up as an intelligence system, not as a recording archive with 

analytics bolted on. It connects to existing ONVIF and RTSP cameras through an Edge Appliances, 

transforming that existing infrastructure into a unified intelligence layer that continuously perceives, 

understands, and acts in real time. The Cloud SOC provides a single pane of glass across all sites, while AI-

driven Agentic Video Walls automatically surface the most relevant feeds based on live activity, replacing 

the static, manually configured layouts that define every legacy VMS.

What Changes During a Migration to Foundation

Migration Decision Default Friction with  
a Legacy Target How Foundation Changes the Decision

Camera fleet
Hardware replacement risk if 

target uses proprietary cameras

BYOC across 200+ ONVIF-compliant cameras; the 

existing fleet stays in nearly all enterprise deployments

PACS integration
Re-architecting integrations or 

accepting one-directional fallback

Bidirectional PACS Integration with 10+ leading 

providers; sequencing protects badge-plus-video 

context through cutover

Network bandwidth
Cloud-only architectures push 

every frame to the cloud

Hybrid edge-cloud architecture: perception runs on the 

Ambient Edge Appliance; only anonymized metadata and 

alert clips traverse the network

Detection architecture
Bolt-on analytics with separate 

licensing and infrastructure

Ambient Pulsar runs always-on at the edge, providing 

continuous temporal reasoning across the full 

environment

Migration support
Deployment guide handed off to 

internal team

Documented parallel running methodology and customer 

success resources scoped to migration projects
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The Combined Platform Story

Ambient Foundation is the base platform that delivers always-on situational awareness across the 

enterprise. For most migration projects, the broader value of the move comes from the platform Foundation 

enables, a single system on which additional Ambient.ai products extend the operating model:


Ambient Foundation - The AI-native VMS layer; Agentic Monitoring across all sites with dynamic, AI-

driven video walls that surface what matters in real time.


Ambient Advanced Forensics - Investigation engine for finding the truth in seconds, not hours; Semantic 

Search lets operators query video using natural language, with up to 20× faster investigations.


Ambient Threat Detection - Real-time threat analysis covering 150+ verified threat signatures; resolves 

more than 80% of alerts in under one minute.


Ambient Access Intelligence - Agentic access control monitoring; the PACS Correlation Engine reduces 

false alarms from Door Forced Open and Door Held Open events by over 90%, with up to $500K in annual 

savings on access control alone.


These products run on a single platform with shared intelligence, not separate tools with separate licensing, 

separate infrastructure, and separate support contracts. The migration to Foundation is also the migration 

onto a foundation that grows with the security operation as priorities evolve.

How the Four-Phase Framework Maps to a Foundation Migration

P hase 1 (Assessment): Ambient.ai Solutions Engineering supports camera fleet inventory and ONVIF 

Profile validation against the live compatibility list, integration map development against the 10+ 

supported PACS providers, and Edge Appliance sizing for the parallel-run pilot.


Phase 2 (Selection): Architecture decisions cover the hybrid edge-cloud deployment model, the role of 

the Cloud SOC in multi-site operations, and the data control posture (no PII stored, no facial recognition, 

all video remaining under customer control).


Phase 3 (Parallel Running): Foundation deploys alongside the legacy VMS on an isolated network 

segment for the pilot zone. Parallel validation covers stream quality, alert routing, PACS event linkage, 

and operator workflow completion in the new interface before any zone cuts over.


Phase 4 (Cutover): Zone-by-zone cutover follows the validation evidence from Phase 3. Customer 

Success supports the operator retraining schedule, the SOP update cycle, and the 30/60/90-day 

milestone reviews.

“We don’t replace your systems. We make them smart.”
Migration to Foundation is a transition that preserves infrastructure investments while moving the 

security operation onto an architecture designed for what enterprise security is now expected to 

deliver.
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The Post-Migration Operating Model

30/60/90-Day Milestones

The post-cutover period is when the operational benefits of the migration become measurable and when the 

remaining integration exceptions surface. The milestone framework below provides a structure for tracking 

migration health and making the legacy VMS decommission decision on evidence rather than inertia.

Milestone Focus Validation Items

Day 30
Infrastructure 

confirmation

100% of cameras streaming at target resolution and frame rate; all integrations 

(PACS, alarm panels, monitoring platform) confirmed operational; historical 

footage accessible from legacy system; operator training completed for all 

shifts; no unresolved recording gaps

Day 60
Operational 

normalization

SOPs updated and distributed to all operators; alert handling procedures 

validated against new platform behavior; false alarm rate baseline established; 

reporting cadence active (uptime, alert volume, response time, escalation rate); 

all integration exceptions from Day 30 resolved

Day 90
Performance baseline + 

legacy decommission

Performance baseline documented (alert volume, response times, detection 

coverage) against pre-migration baseline; legacy VMS decommission plan 

approved or completed; post-migration review conducted with Security Director 

and IT; all parallel-run infrastructure decommissioned

What “Good” Looks Like at Day 90

A successful migration shows up at Day 90 not as a single dramatic shift but as the absence of legacy 

friction. Operators are no longer hunting through static camera grids, the platform surfaces what matters. 

Live visual preview of PACS events helps differentiate between a false positive and someone trying to break 

in. Investigation cycles that took hours now resolve in seconds. The reporting cadence is steady and 

predictable. The legacy VMS is in read-only mode or decommissioned, and the project has formally closed.


The Day 90 review is also when the security director can return to executive stakeholders with the outcome 

story. Not as a list of features delivered, but as a measured change in how the security operation runs day to 

day.
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Conclusion and Next Steps

VMS migration is one of the highest-stakes infrastructure projects an enterprise security organization 

undertakes. Done without structure, it produces the failure modes that give migration its reputation: 

coverage gaps at cutover, broken PACS integrations, unprepared operators, and timeline overruns measured 

in months. Done with structure, it produces a controlled transition onto an architecture designed for what 

enterprise security is now expected to deliver.


The principles are repeatable. Pre-migration assessment converts unknowns into planned work items. 

Platform selection determines how difficult every later phase will be. Parallel running with documented 

acceptance criteria makes the cutover decision evidence-based. The 30/60/90-day milestone framework 

converts post-migration management from informal monitoring into a structured operational review.


Camera fleet continuity is the rule, not the exception. PACS integration continuity is a sequencing problem, 

not a compatibility problem. Both fears that stall most migrations dissolve into manageable line items when 

the underlying platform is infrastructure-agnostic, and the migration follows the four-phase framework.

Next Step

If your organization is evaluating a VMS migration in the next 12 months, the most useful next step is a 

migration-scoped conversation with the Ambient.ai solutions team. The conversation typically covers 

camera compatibility validation against the live ONVIF support list, PACS integration architecture against the 

supported providers, parallel running design for your specific environment, and a draft cutover sequencing 

plan.

To request a migration-scoped consultation, contact your Ambient.ai representative or visit 

www.ambient.ai. The companion VMS Migration Playbook provides field-level checklist detail, 

integration map templates, parallel-running acceptance criteria frameworks, and the complete 

30/60/90-day post-cutover milestone framework.

About Ambient.ai

Ambient.ai is the leader in Agentic Physical Security, a new approach to enterprise physical security that 

uses purpose-built AI to observe, detect, assess, and respond to real-world threats in real time, 

transforming physical security from passive surveillance to proactive prevention.


Headquartered in Redwood City, California.
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